MNpunoxenune 2
TEXHUYECKA CIIEHIM®HUKALINS

3a 10CTABKAa 1 NOUIPBAKA HA coqrrycp 3a apxXuBHpane Ha JIEKTPOHHA [ToIMna

MuHuMaTHE TEXHHYSCKA H3HCKBAHHSA 34 JIOCTABKA U MOUIPHKKA Ha Codn‘ye-p 3a apXUBHpaHe

Ha SJIEKTPOHHA NOoHia:

1. CodryepsT j1a ch3aBa [ThJIHW, HENPOMEHSEMH KOMHS OT BCHYKH BXOJISIUH H
M3XOJSALM AMENIH B MOMEHTA Ha [0JYYaBAHETO/M3NPAIAHeTO UM, B HEHTPAICH apXUB 3a
€JIEKTPOHHA [01a, 3a JIa C€ rapaHTHpa CHIYPHOCTTa W HAIMYHETO HA IOJIEMH KOIHYECTBA
J@HHH 3a mepro oT MuHuMyM 10 roaunn.

2. [TorpeGuTenuTe j1a MOraT Aa NoJyHaT J0CTHIT JI0 €IEKTPOHHATA CH MOLILA Ypes3
cobersen kment, Microsoft Outlook, Web Access wim MoOuIHH yeTpoifcTsa Karto TabmeTu
MM eMapThou.

3. Jla MMa BBIMOKHOCT 3a NBLIHOTEKCTOBO ThPCEHE [IPe3 BCHUKH BHIOBE
YCTpOIicTBa B TAIOTO HA Meiijla 1 B pa3iuvny BHAOBE NpuKaveny Qaiinose.

4. Brpazena (native) spw3ka kbmM MDaemon e-mail server ¢ opuumanna
MOJUIPHKKA 33 HErO

5. Jla e ¢ unrerpupana 6aza JaniM, KOSITO € TOTOBA Jia O'bJIe N3TI0J3BaHa Be/iHara,
Oe3 j1a ce nanara ja ce nomsea shumen SQL chpabp.

6. Jla m3nbiagBa MUHUMATHETE W3nckBanus va GDPR

7. Jla wma BB3MOXKHOCT 3a ynpasnenne ua chorBercrBuero (Compliance
Management)

8. Jla MMa BBL3MOXKHOCT 3@ Ch3/IABAHC HA Pa3s/IHYHH IOJMTHKK 332 3ajbpiKanHe
(Retention Policy) u ynpasnenuero um

9. Jla uma su3moxknoct 3a Legal Hold

10.  Jla MMa BL3MOKHOCT 3a OJMTHPAHE HA A/IMUHHCTPATOpUTE U NoTpebuTennTe

1.  Jla npenocrassi AECKTON KIHEHT 3a a/MMHHCTpalKs, Oa3nupan Ha ChPBLP

12.  Jla nojurspka AES256 xpunTupane Ha ChIbPKaHHETO.

13.  Jla uMa BB3MOMKHOCT 3a YIIpaB/IeHHE Ha JI0CThLIIA 10 apXuBa

14. Jla uMa BB3MOXKHOCT 3a KOHTPOJI Ha J0CTBIA Ha aAJIMUHHCTpaTOpa 10
CHIBPKAHHETO HA APXHBAPAHA UMEHIIN HA JIPYTH NOTpeOHTe/IN

15.  Jla uma wuuarerpupana (Qynkuus 3a OeKbil M BH3CTAHOBABAHC Ha apxXuBa M
VIIPABJICHNETO MY

16.  Jla uma Bb3MOKHOCT 3a JC/AYIUITHKALLMS Ha JaHHuTe

17.  Jla pasmosiara che 3aiuTa cpenty 3aryba Ha JaHHH.

18.  Jla Morar apXMBHpaHUTE MEHIIH /id Ce Bh3CTAHOBSBAT B OPUIHHATHNIS (opmar.

19.  Jla He e 3aBUCHM OT TPETH JIOCTABYHIIH.



20.  Jla pasnojara ¢ JoKajiHa TeXHHYECKa HOMAPbAKKa OT HoHe | cepTuduuupan o1
NPOU3BOMTENS CHEIHAIMCT, KOHTO Ja OCUTYPSABA PEakilisi Ha MICTO B paMKuTe Ha 2 Yaca

CJIC/1 BL3HHKHAJ [IpOGJlCM‘

3aoenexncka:

3a BCHKO NMOCOYMBAHE HA CTAHJAAPT, crneun@uUKALN, TEXHHYECKA OHEHKA, TEXHHYECKO
oj00penne, THProBCKa MAPKa WM NATEHT B HACTOSMIATA TeXHUYECKa crneunduianmns
Aa ce pasoupa "wian ekBuBajienTiHo/n',



